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picture says a thousand words, or
so they say. Pictures enhance social
media posts, whether on Facebook,
Twitter, Instagram, or for that matter, most
social media platforms. New smartphones
boast of high-end cameras and photo capabilities. A new “square” photo format is gaining
popularity for its ability to be sized to take up
more space in your post or tweet, and
various studies suggest that pictures
that accompany posts and tweets are
more likely to be opened and shared.
Opportunities abound for clinicians to share treatment techniques,
patient demonstrations, surgeries, as
Beckley
well as endorsements from patients
and family. An emerging area is one
of help-me-solve-this-case (sort of a play on
grand rounds), but only on social media and
outside the privacy of the patient room.
A recent whitepaper by Everfi notes a
trend where employers are blocking social
media sites, with the top reason being misuse
of confidential information (80%). Posting of
photos that involve patients, no matter how
well the poster feels that patients are “disguised,” is an emerging area of compliance
concern. Photos accompanied by descriptions including age, sex, diagnosis, and other

potentially identifying data to help explain
the treatment technique or therapy intervention can often be traced to identify the patient
with little effort. One provider noted online
that their master “permissions” list at the
nursing facility to “participate in resident
activities and be included in the newsletter”
served as consent for the resident’s permission to have their images posted online.
The provider argued when challenged that
HIPAA Privacy policy was not applicable in
an online forum. Was the person posting this
in compliance with their facility’s HIPAA
Privacy policy? Was the facility’s privacy officer aware? Did the facility have a policy and
were the staff trained?
Compliance professionals often have the
responsibility and accountability for ensuring compliance policies address not only
the organization’s official social media presence, but those that also address employee
use of social media. Employee policies ideally address work-time social media access
as well as social media behavior outside the
office that potentially reflects poorly on the
organization, or worse, violates company
policy and patient privacy rights. If a family
member, friend, neighbor, or other professional sees a picture, it can’t be unseen, and
on the Internet, it is there forever, potentially
creating a privacy violation.
Time to update your social media policy –
a picture says a thousand words.

888-580-8373  www.hcca-info.org

Compliance Today    December 2017

A picture says a thousand
words – Be careful
what you say

33

